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POLICY STATEMENT 321
Acceptable Use Policy

PURPOSE:

As an institution of higher education, the Louisiana State University of Alexandria Campus
(“University” or “LSUA™) is charged with maintaining systems and data for administrative,
academic, and research purposes. These assets are critical to the mission of the University, and the
acceptable use of these systems and data sets must be managed with a formalized Acceptable Use
Policy.

The purpose of this policy is to outline certain specific responsibilities that each user acknowledges,
accepts, and agrees to follow when using IT assets provided at, for, and by and/or through LSUA,
regardless of location of the IT asset.

DEFINITIONS:

Artificial Intelligence (AI) — Computer systems capable of performing tasks that typically require
human intelligence, including but not limited to machine learning, natural language processing, and
computer vision. Biometric Authentication — Biometric authentication is a technology employed on
devices that uses biometrics (body characteristics and calculations) to identify a user and enforce
access control.

Bring Your Own Device (BYOD) — BYOD refers to use of personal devices to connect to her
organizational network and systems.

Data — Any information residing on the University IT Infrastructure or held on any other IT
Infrastructure on behalf of the University. This data includes files, documents, messages in any
format, including e-mail messages and posts made on any Social Media site maintained by/for the
University or its units. All data created and/or maintained by a User is also subject to this Policy,
even if the data is created and/or stored on the User’s own personal computer, smartphone, or other
personal device.

Data Custodian — Information technology staff with day-to-day responsibilities for the capture,
maintenance, and dissemination of data.

Data Functional Owner — Organizational representatives who have planning and decision-making
responsibilities for data, related to their functional area. They are members of the academic or
functional areas of the University (e.g., Registrar, Director, Associate Director, Assistant Director,
Associate/Assistant Dean, or equivalent) and are appointed by Data Trustees, i.e., University
Administration Officials.
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Data Stewards — Operational managers in a functional area with day-to-day responsibilities for
managing business processes and establishing business rules for production transaction systems and
associated datasets.

Digital Communication Services (DCS) — DCS is any digital service/application that allows two or
more people to communicate via text, audio, video, or any combination of these. Examples include,
but are not limited to, email, instant messaging, IRC, video conferencing, etc.

Digital Millennium Copyright Act (DMCA) — DMCA is a 1998 United States copyright law that
criminalizes production and dissemination of technology, devices, or services intended to
circumvent measures that control access to copyrighted works.

Domain Name Services (DNS) — DNS is a service responsible for translating device domain names
into IP addresses

Dynamic Host Configuration Protocol (DHCP) — DHCP is a service responsible for the assignment
of IP addresses to devices on a network.

Encryption in transit — Encryption in transit is employed on data when it is transferred over a
network.

Endpoint protection — Endpoint protection is a software or configurations implemented on
computing endpoints to provide security from malware and unauthorized access

Firmware — Firmware is a low-level type of computing software that interfaces with the device’s
hardware.

Hallucination — A response generated by Al that contains false or misleading information which is
presented as fact.

Internet of Things (IoT) —IoT is the interconnection via the network of computing devices embedded
in everyday objects, enabling them to send and receive data

Jailbreaking — Jailbreaking is a process utilized to modify a smart device or other electronic device
to remove restrictions imposed by the manufacturer or operator.

Least privilege — Least privilege is a principal that requires users and programs to only have the
necessary privileges to complete their tasks.

Malicious Software (Malware) — Malware is any software intentionally designed to cause damage
to a computer or computer network.

Network Proxy Service — Network Proxy Service is a system that acts as a gateway between a local
segmented network and a larger-scale network such as the internet.

Packet Capture — Packet capture is a method of using a computer program or piece of hardware that
can intercept and log traffic that passes over a digital network or part of a network.

Port scanning — Port scanning is a method of determining which ports/services on a network are
open and could be receiving or sending data.

User — Any individual or entity that utilizes an asset. A user can be an individual, application,
information system, network, etc.

Voice over Internet Protocol (VoIP) — VoIP is the method and technologies used for delivery of
voice communications and multimedia sessions over the Internet.

GENERAL POLICY:

Network Acceptable Use

LSUA defines acceptable use parameters for all network related assets, configurations, and activities
including, but not limited to,

Legal Compliance (e.g., DMCA)

Internet of Things (IoT)
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Network analysis (e.g., packet captures, port scanning)

Network utilization (e.g., bandwidth monitoring)

Network peripherals (e.g., hubs, routers, switches)

Network access (e.g., device registration)

System Acceptable Use

LSUA shall define acceptable use parameters for all system related assets, configurations, and
activities, including but not limited to:

Access Controls (e.g., screen lock, logon/logoff procedures)

Data storage

Physical security (e.g., theft prevention, travel precautions)

BYOD security requirements

Usage activity auditing

Application Acceptable Use

LSUA shall define acceptable use parameters for all application related configurations, and activities
including, but not limited to:

Application permissions and credentials

Software installation, usage, and removal

Data transmission

Malicious software

Digital communication services (e.g., email, chat, conferencing, etc.)
Artificial Intelligence Acceptable Use

LSUA shall define acceptable use parameters for all Al related use.
Procurement of Al products and services

Al vendor risk assessment and review

Data security

LSUA is committed to ensuring responsible and secure use of Al technologies in alignment with PS-
321 Acceptable Use Policy.

STANDARDS:

1. Network Acceptable Use

1.1 Legal Compliance

a) University network resources must not be utilized to access and/or transmit any digital media
and/or data that violates local, state, or federal law.

b) University network resources must not be utilized in any form to harass, intimidate, or
threaten other persons.

¢) LSUA must ensure appropriate processes and procedures are in effect to respond to incidents
involving unauthorized use and distribution of copyrighted materials.

d) LSUA must ensure appropriate processes and procedures are in effect, as well as ensuring
that technical infrastructure is in place to provide network audit/activity information to
support investigations and/or respond to legal requests.

1.2 Internet of Things (IoT)

a) Appropriate processes and procedures must be implemented to allow users of LSUA network
to connect [oT devices to the University network.
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b)

1.4

b)
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All IoT devices connected to the network (wired or wireless) must be proactively managed,
updated, and patched by the owner of the device.

LSUA reserves the right to limit, or terminate, access to any IoT device that may be harmful
to the LSUA network.

Network Analysis

Users of LSUA network are not authorized to conduct network analysis practices, such as
port scanning, vulnerability scans, etc., These activities can lead to network degradation or
malfunction.

Network packet capturing/sniffing are strictly prohibited with the exception of IET Services
as needed for advanced troubleshooting. There may be a need to conduct such activities for
troubleshooting purposes and as such, any requirements to conduct such activities must be
coordinated with IET Security Team.

Network Utilization

Users are not authorized to monopolize or disproportionately use shared network resources
or degrade network services in any manner that interferes with authorized use. LSUA IET
reserves the right to remove any device from the network that impacts the performance of
the University’s network.

Users are not authorized to leverage the University’s network to interfere with any third-
party network.

Network Infrastructure

Unauthorized extension of the University network by way of network hardware such as hubs,
switches, routers, wireless access points, etc., is strictly prohibited.

Users are not authorized to remove and/or disable University network infrastructure.
Infrastructure services such as DNS, DHCP, and/or network proxy services must be offered
centrally by LSUA IET. Users are not authorized to create, maintain, and/or offer network
infrastructure services on the University network.

Network Access

All devices on the network must be registered by IET Services in the systems providing
network infrastructure services.

All remote access to networks owned and/or managed by the University must be
accomplished using remote access method reviewed and approved by LSUA IET Security
Team.

LSUA IET Services reserves the right to remove any device from the university network if
the device is involved in data transmission which is harmful to the operation of the network
and/or if appropriate processes have not been followed for review and approval. Where
applicable, any removal of such device must be communicated to LSUA IET Services.



LSUR

2. System Acceptable Use

2.1

2.2

2.4
b)

<)
d)

2.5

Access Control

Users must properly log off and/or password protect any information system when leaving
the immediate work area for any length of time.

Anonymous/automatic system logon features shall not be configured on the University
owned information systems unless authorized by IET Services.

Administrative access to any University owned information system shall be restricted to
appropriate support personnel. The principal of least privilege shall always be enforced.

Data Storage

Data created on LSUA information systems shall be deemed the property of the University
unless otherwise stipulated by intellectual property agreements or other legal arrangements
with the University.

All LSUA owned devices must be encrypted in a manner consistent with the data stored on
them and University encryption standards.

Users must store all sensitive/confidential University data on authorized and approved
storage services, whether on premise or cloud.

Physical Security

Users must take appropriate measures to physically secure University owned devices
regardless of location. These measures include, but are not limited to, keeping devices on
person when travelling, not leaving devices in car where it is visible, etc.

Bring Your Own Device (BYOD)

BYOD is expected in the University environment; however, to maintain security of LSUA
network, systems, applications, and data, all BYOD devices must meet the following
requirements:

Must have latest firmware updates, patches, service packs, and/or operating system version.
All devices must be secured with a password, biometrics, or other appropriate access
controls.

BYOD devices must not be configured in a manner to bypass security measures put in place
by the manufacturer (e.g., jailbreaking).

BYOD devices must have endpoint protection, anti-virus, and/or anti-malware application
installed, configured, operational, and are up-to-date.

Usage Activity

a) All information contained within the University network, system, and applications are subject to
examination by the University where:

b) There is a suspicion of misconduct under the University policies, or suspicion of violation of
state and federal laws.
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¢) It is necessary to comply with or verify compliance with state or federal law including
eDiscovery procedures.

d) LSUA must implement processes and procedures for reviewing of usage activities including, but
not limited to:

e) List of individuals or entities that can review usage activity.
f) List of individuals or entities that approve the review of usage activity.
g) List of individuals or entities that can request a review of usage activity.

3. Application Acceptable Use

3.1 Application Permissions and Credentials

a) All users must access University provided applications they are authorized to access and only
for the purposes of which the access was intended.

b) All University applications must be configured to utilize University provided credentials and
where possible leverage Single Sign On services.

¢) Users are required to maintain their credentials and credentials for any other accounts they are
entrusted with in a secure manner. Credentials must not be shared and/or divulged to
unauthorized individuals.

d) Users will be responsible for all actions carried out with their accounts and/or by accounts
entrusted to them.

3.2 Software Installation, usage, and removal

a) Any software, regardless of type (freeware, licensed, and/or open source), must not be installed
without appropriate review and approval as outlined in the University processes for Software
Acquisition.

b) Users must not disable or uninstall endpoint protection software on any system owned by the
University.

3.3 Data Transmission

a) All transmission of data via applications (e.g., e-mail, websites, cloud storage solutions, etc.)
must be carried out using secure means such as, encryption.

b) All transmission of sensitive/confidential data must be conducted via mechanisms that have been
reviewed and approved by LSUA IET Services.

3.4  Malicious Software (Malware)

a) Users must not knowingly install Malware on University owned technology resources.

b) In the event of BYOD, users are responsible for ensuring their devices are not infected with
malware.
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a)
b)

d)

4.

4.1

a)

b)

4.2

a)

b)

g
h)
)
1)

Digital Communication Services (DCS)

Use of Digital Communication Services are subject to all University policies.

Users must utilize University provided and/or approved Digital Communication Services for all
University business. This includes, but is not limited to, applications/platforms for e-mail, chat,
video conferencing, VolP, etc.

Users must not utilize DCS to access, create, transmit, print, or download material that is
defamatory, obscene, fraudulent, harassing (including uninvited amorous or sexual messages),
threatening, incites violence, or contains slurs, epithets, or anything that may be reasonably
construed as harassment or disparagement based on race, color, national origin, gender, sexual
orientation, age, disability, or religion or to access, send, receive, or solicit sexually oriented
messages or images or any other communication prohibited by law or other University policies
or directives.

Users must not intentionally obscure their identity when communicating via the University
provided DCS.

Artificial Intelligence Acceptable Use

Procurement of AI Products and Services

Any Al product or service acquired to conduct LSUA business must go through the Software
Acquisition process as outlined in PS-321-ST-3.

All vendors of Al products and services will need to go through risk assessment/review as well
as privacy policy review prior to use.

Use of AI Products and Services

Users must only utilize Al products and services approved through the Software Acquisition
Provess.

Users must not enter private or confidential information into Al tools or services without prior
authorization from designated data stewards. Examples include, but are not limited to, FERPA-
protected data, student personally identifiable information (PII), and HR-related data.

Al systems may assist in decision-making but cannot make independent decisions without
human oversight.

Al must not be used to bypass security controls or create, modify, distribute, or execute malicious
code.

Users must review and verify Al input and output to address risks such as hallucinations and
bias.

Users must ensure intellectual property rights or copyrights are not infringed upon.

If Al products use user input for training, users must opt out when private/confidential data is
involved.

Users cannot agree to terms and conditions for Al products on behalf of LSUA.

Users must maintain Al-generated content in compliance with state record retention laws.

Al products and services must leverage LSUA-provided Single Sign-On where feasible.
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a) LSUA must have appropriate contracts in place for Al products and services to preserve data
security and privacy.

b) Where feasible, personally identifiable information should be obfuscated or anonymized before
loading into Al systems.

4.3 Data Security

¢) Departments and users must ensure compliance with Data Security policies.
d) Users must report any unauthorized use or disclosure of confidential data in Al systems to LSUA
IT Security and Policy team.
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